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1	Decision/action requested
[bookmark: _Hlk51096721]This contribution proposes to an update to solution #12 in TR 33.893.
2	References
[1]	TR 33.893
3	Rationale
This contribution proposes to update the solution #12. In particular, it is proposed to add an Editor’s Note.
First, the solution #12 requires only 5G DDNMF to provision discovery security materials for Ranging-based services provided by application providers. However, in SA2, it has not been decided whether ProSe capable UEs need to interact with 5G DDNMF for Ranging/Sidelink Positioning purposes. In case that 5G DDNMF interactions are not required, the ProSe capable UEs should be able to be provisioned with discovery security materials from 5G PKMF as in the UE-to-Network relay scenario. Therefore, we propose to update the solution accordingly and add the following Editor’s Note.
Editor’s Note: This solution requires alignment with SA2 procedures regarding whether discovery request procedure is to be performed for Ranging/Sidelink Positioning.
Second, this solution requires the security parameters to contain the keys for integrity protection, message-specific encryption and optionally scrambling of discovery messages. To make this solution aligned with 5G ProSe discovery,  we propose to update the solution that the security parameters contain those keys based on the configuration by network.  
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
[bookmark: _Hlk110270469]***** START OF CHANGES *****
[bookmark: _Toc128430078][bookmark: _Hlk110270479]6.12	Solution #12: Ranging/SL Positioning discovery security for 5G ProSe capable UEs
[bookmark: _Toc128430079]6.12.1	Introduction 
This solution addresses Key Issue #3 on protection of discovery procedure as well as Key Issue #1 on privacy protection for Ranging/SL Positioning services. 
[bookmark: _Toc128430080]6.12.2	Solution details
[bookmark: _Hlk131769960]As per clause 8.3 of TR 23.700-86 [2], it is concluded that, for Ranging/Sidelink Positioning device discovery between 5G ProSe capable UEs, 5G ProSe Direct Discovery procedures (including both Model A and Model B) defined in 6.3.1 of TS 23.304 [4] are used. Based on such conclusion, it is proposed in this solution that the following security mechanisms defined in clause 6.1.3.2 of TS 33.503 [6] are reused for Ranging/Sidelink Positioning device discovery between 5G ProSe capable UEs:
-	For Ranging-based services provided by application providers, discovery security materials are provided by the 5G DDNMF or 5G PKMF along with the service code (e.g. ProSe Code) related discovery parameters to the UE during discovery request procedure.
Editor’s Note: This solution requires alignment with SA2 procedures regarding whether discovery request procedure is to be performed for Ranging/Sidelink Positioning.
-	For network assisted SL positioning services provided by operators, assuming the SL positioning service code (similar as RSC) is configured in or provisioned to the UE before discovery, then discovery security materials can be provided in the same way as for 5G ProSe UE-to-Network Relay discovery defined in TS 33.503 [6].
-	Security materials used by a sending UE to protect discovery messages are provided in the Code-Sending Security Parameters. Security materials used by a UE receiving discovery messages are provided in the Code-Receiving Security Parameters. The security parameters contain the keys for integrity protection, message-specific encryption confidentiality and optionally scrambling of discovery messages based on the configuration by network. 
-	The ciphering algorithm for discovery message confidentiality is configured by the network during discovery request procedure.
[bookmark: _Toc128430081]6.12.3	Evaluation
This solution fulfils all potential requirements in key issue #3 for discovery message protection and the first requirement in key issue #1, by reusing the security mechanism defined for restricted 5G ProSe Direct Discovery, hence has no new impact on the UE or the network. 
The solution applies to both Ranging-based services provided by application providers and network assisted SL positioning services provided by operators.
The solution applies to 5G ProSe capable UEs.
***** END OF CHANGES *****
